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Announcement of Bangkok Commercial Asset Management Public Company Limited                              
Cybersecurity and Information Security Policy 

 
At the 13/2023 Board of Directors’ Meeting of the Company on November 3, 2023, a resolution was 

passed to approve the policy on cybersecurity and information security. This policy ensures that operations 
comply with ISO/IEC 27001:2022 standards, the Cybersecurity Act B.E. 2562 (2019), and all related 
announcements, orders, and applicable laws, correctly, comprehensively, and effectively. Therefore, the 
Company has issued this cybersecurity and information security policy as a guideline for operations as 
follows:  
 
1. Principles and Rationale 

Bangkok Commercial Asset Management Public Company Limited has installed, operates, and 
maintains computer systems, computer networks, information systems, data storage systems, and other 
related electronic systems, which constitute part of its Critical Information Infrastructure used in its 
operations, service delivery, and revenue generation. Therefore, to ensure confidence in the use of such 
systems, the Company shall establish appropriate protection, preparedness, and response measures to 
mitigate cybersecurity threats. This is to ensure business continuity without disruption, prevent data leakage, 
maintain data accuracy, and enable the verification and traceability of any irregularities that may occur. In 
addition, the Company recognizes the importance of cooperation from the Board of Directors, executives, 
employees, staff members, and external parties involved in the Company’s information systems. All such 
parties must be aware of, exercise due care, and comply with the policies, measures, and operational 
procedures prescribed herein. The scope of enforcement of this Policy covers all information of the 
Company, all individuals involved in the use of the Company’s data and computer systems, as well as all 
assets utilized in the processing of the Company’s information.  
 
2. Objectives 

2.1 To govern and manage the Company’s cybersecurity and information security effectively in 
compliance with applicable laws and the ISO/IEC 27001:2022 standards. 

2.2 To integrate the management of cybersecurity and information security throughout the 
Company. 
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2.3 To establish appropriate measures and practices to enhance capabilities in preventing, 
responding to, and mitigating risks from various forms of cyber threats that may cause damage 
to the Company’s business operations. 

2.4 To establish guidelines for coordinating cooperation between the Company and the National 
Cyber Security Committee, as well as external agencies with relevant expertise. 

2.5 To develop system administrators with expertise in the Company’s cybersecurity and 
information security. 

2.6 To ensure that directors, executives, employees, staff members, and external parties involved 
in information technology operations of the Company have awareness, knowledge, and 
understanding of cybersecurity and information security, properly and appropriately.  

2.7 To prevent and reduce risks that may cause damage and have an impact on the Company’s 
information assets. 

2.8 To develop policies, measures, and procedures for maintaining cybersecurity and information 
security of the Company, and to establish them in written form so that directors, executives, 
employees, staff members, and external parties involved in information technology operations 
are informed and adhere to them as guidelines for the use of information systems and 
communication within the Company’s computer network. This will ensure effective 
management, operational efficiency, and secure operations, and enable continuous support of 
the Company’s information technology functions without interruption. 

 
3. Definitions 

“Company” means Bangkok Commercial Asset Management Public Company Limited. 
“Policy” means this Cybersecurity and Information Security Policy. 
“Directors” means directors of the Company and directors of the Company’s subcommittees. 
“Executives” means the Chief Executive Officer and employees holding positions from Deputy 
Manager level and above. 
“Employees” means employees of the Company as defined under the Company’s Work Regulations of 
Bangkok Commercial Asset Management Public Company Limited B.E. 2562 (2019). 
“Staff members” means workers of the Company, including workers related to outsourced service 
providers. 
“External parties performing work for the Company” means external personnel or organizations 
conducting business or providing services to the Company, including business partners, contractors, 
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system developers, suppliers of materials and equipment, service providers, and consultants engaged by 
the Company to carry out various operations who may be granted access rights to computer systems, 
information systems, or computer data pertaining to the Company’s customers, debtors, and any other 
related or relevant parties. 
“System Administrator” means an employee, staff member, or external party working for the Company 
who has been assigned responsibility for managing, operating, and maintaining computer systems and 
information systems, and who is authorized to modify, add, adjust, or improve such systems to ensure 
their proper functioning, efficiency, alignment with business requirements, and security.  
“System User” means directors, executives, employees, staff members, and external parties working for 
the Company. 
“Computer System” means all types of computer equipment or devices, including both hardware and 
foundational software required for computer operation, such as operating systems, network connectivity 
devices (both wired and wireless), data storage and data transfer devices, internet and intranet systems, 
as well as electrical, electronic, and telecommunications equipment capable of performing similar 
functions. This includes assets owned by the Company, its business partners, or other parties during 
installation prior to handover, as well as equipment owned by system users that has been authorized for 
installation or use.  
“Information System” means software or computer programs that utilize computer systems for 
processing, storing, and managing computer data, whether owned by the Company, its business partners, 
or other parties during installation prior to handover, or by system users authorized to install or use them. 
“Information” means facts derived from data through processing and organization, including news, 
memoranda, profiles, textual contents, computer programs, images, audio, symbols, and other 
representations, whether stored in forms directly understandable by individuals or via any tools or 
devices, and which can be utilized for management, planning, decision-making, and other purposes.  
“Computer Data” means data, news, memoranda, textual contents, computer programs, electronic data, 
images, audio, and codes in formats that can convey meaning either directly to individuals or through 
any tools or devices.  
“Security” means measures or actions established to prevent, respond to, and reduce risks arising from 
information and cyber threats, both internal and external to the Company, which may affect the 
Company’s stability, including the protection of confidentiality, integrity, and availability of information 
and information systems.  
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“Cyber Threat” means any unlawful act or activity conducted using computers, computer systems, or 
malicious programs with the intent to cause harm to computer systems, computer data, or related 
information, and which represents an imminent danger that may cause damage or disrupt the operation 
of computers, computer systems or related information.  
“Cyber” means data and communications arising from the provision or application of computer 
networks, internet systems, or telecommunications networks, including services of similar 
interconnected network systems. 
“ISO/IEC 27001:2022” means the international standard for Information Security Management 
Systems (ISMS), comprising requirements for establishing, implementing, reviewing, monitoring, 
continually maintaining, and improving the system to ensure alignment with changing conditions. This 
includes risk assessment of vulnerabilities and the implementation of measures to protect information 
from information security and cyber threats.  
 

4. Cybersecurity and Information Security Principles 

Cybersecurity and Information Security shall be maintained based on the following key principles: 
4.1 Confidentiality – Ensuring that information, including personal data and any other data, is kept 

confidential and accessible only by authorized persons, with protection against unauthorized 
access and disclosure. 

4.2 Integrity – Ensuring that information is accurate, complete, reliable, and protected from 
unauthorized modification, alteration, or destruction. 

4.3 Availability – Ensuring that computer systems, information systems, and data are continuously 
available for use and are not disrupted by intentional acts or unforeseen incidents. 

4.4 Authentication – Ensuring that access to systems and information is granted only to duly 
authorized persons and through reliable authentication processes. 

4.5 Authorization – Establishing levels of access to systems and information based on the principle 
of least privilege, consistent with the standard rights assigned for usage. 

4.6 Auditability – Enabling the traceability and review of activities or changes that occur, ensuring 
that responsible persons involved can be identified and examined. 

4.7 Non-repudiation – Ensuring the identification of persons who play significant roles in creating, 
modifying, or approving transactions that occur, and preventing them from denying their 
involvement. 
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5. Management 
The Company has established an Information Security Management System in accordance with 

ISO/IEC 27001:2022 to ensure effective prevention, preparedness, and risk mitigation against information 
security and cyber threats. This includes risk assessment, protection, surveillance, and monitoring, 
enabling the Company to manage various forms of threats, intrusions, and attacks, as well as to properly 
and promptly address incidents and restore damages comprehensively. This also includes organizational 
control measures, people control measures, physical control measures, and technological control 
measures, without causing disruption to the Company’s business operations or reducing operational 
efficiency. At the same time, it promotes awareness, understanding, and proper practices among system 
users, in compliance with legal requirements and the ISO/IEC 27001:2022 standards, as follows: 

5.1 Operations 
The Company has established measures and practices for maintaining Cybersecurity and 

Information Security, including related measures, as guidelines for the management of Cybersecurity 
and Information Security. The key measures are as follows: 

5.1.1 Identification of risks that may arise to computers, computer data, computer systems, 
other data related to computer systems, assets, and the lives and bodies of individuals 

5.1.2 Measures for preventing risks that may occur 
5.1.3 Measures for monitoring and surveillance of cyber threats 
5.1.4 Measures for handling incidents when cyber threats are detected 
5.1.5 Measures for maintaining and restoring damages caused by cyber threats. 
The Company classifies the severity levels of cyber threats into non-severe cyber threats, severe 

cyber threats, and critical cyber threats, in accordance with applicable laws. In addition, the Company 
shall analyze the causes, methods of resolution to damages incurred, obstacles encountered, and the speed 
of problem-solving relating to cyber threats that have occurred, in order to establish a body of knowledge 
and determine preventive guidelines and management measures for cyber threats that may arise in the future. 

5.2 Non-compliance with the Policy 
5.2.1 Any system user who fails to comply with this Policy shall be subject to disciplinary 

action and/or legal liability, as the case may be, in accordance with applicable laws, 
regulations, rules, or related announcements. 
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5.3 Exceptions to Compliance 
5.3.1 In the event that it is necessary to amend or request an exception to compliance with any 

provision under the measures and operational guidelines for Cybersecurity and 
Information Security as prescribed in this Policy, the system user must submit a request 
by using the Exception Approval Form for Cybersecurity and Information Security 
Management Measures and Operational Guidelines (Form FM-ISMS-001), stating 
the reasons and necessity for such exception, and submit it to the Information 
Technology Committee for consideration and approval. 

5.4 Review 
5.4.1 The Company shall consider, inspect, and review this Policy and related measures at least 

once a year or whenever there are significant changes. 
6. Duties and Responsibilities 

6.1 The Company shall perform the following duties: 
6.1.1  Determine minimum required measures, practices, and various plans in accordance with 

the prescribed standards in order to maintain Cybersecurity and Information Security, in 
alignment with ISO/IEC 27001:2022, laws, regulations, requirements, and operational 
guidelines relating to Cybersecurity and Information Security. 

6.1.2 Control, supervise, and monitor minimum required standards relating to the Company’s 
Cybersecurity and Information Security. 

6.1.3 Designate knowledgeable and capable personnel to act as system administrators or 
provide them and system users with training programs, support, and facility so that they 
possess the knowledge and ability to maintain Cybersecurity and Information Security. 

6.1.4 Provide hardware or software equipment necessary for maintaining Cybersecurity and 
Information Security. 

6.1.5 Disseminate, clarify, and promote awareness to ensure that all system users acknowledge 
and comply with the Company’s policies, measures, and practices relating to 
cybersecurity and information security. This includes fostering awareness of roles and 
responsibilities in maintaining information security in the use of information assets, as 
well as monitoring and auditing compliance with this Policy to ensure consistency in 
implementation. Furthermore, this Policy must be accessible to all system users. 

6.1.6 Prepare manuals and precautions for the safe use of computer systems and information 
systems, and communicate them to all system users for acknowledgement. 
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6.1.7 Supervise and issue warnings, including considering disciplinary action against users 
who violate the policies, measures, and operational methods related to Cybersecurity and 
Information Security, in an equitable and fair manner. 

6.1.8 Promote continuous improvement of the Information Security Management System. 
 

6.2 System users shall have the following responsibilities: 
6.2.1 To study, understand, and strictly comply with the Company’s policies, measures, and 

practices relating to Cybersecurity and Information Security. 
6.2.2 To cooperate with the Company in protecting the Company’s computer systems and 

information assets from all forms of information and cybers threats. 
6.2.3 To participate in training and enhance knowledge and understanding on matters related to 

Cybersecurity and Information Security as arranged by the Company. 
6.2.4 To immediately notify the Company upon discovering any incorrect or inappropriate 

practices, or upon identifying any threats to the Company’s Cybersecurity and 
Information Security. 

 
Announced on  

     -Signed by- 
(Mrs. Tongurai Limpiti) 

                                                                                                                                  Chairman of the Board 
 
 
Information Security Management System Core Team (ISMS Core Team) 
Information Technology Strategy Department  
Tel. 0-2267-1900 ext. 2401  
 


