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(Vulnerability Assessment) 1l othwadildluldlun1smaaeuianzszuu (Penetration Testing) AnuAMENAENI
wAdamuTifnua

1.2 daviinsiinden wazvegauukunissuiie waznevaussdeanauauleues (Cyber Drill)
srufudvthiives BAM Afmihisuinveulunisile uaznevaussfuanauduloiues auandnuagmanaie
aufifviun
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289 BAM $1833n1591a09 Deepfake 3@ Email Phishing #3a QR Code Phishing wia358u¢ fuanzas fiawnse
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14 Faviusunisdeanslunnizingd (Crisis Communication Plan) Wilenauausssioingaiiinain
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(https://pauljerimy.com/security-certification-roadmap/) 91nNM135UsBMIRTFIUAIsBLUL

4.3.1.1 GXPN (GIAC Exploit Researcher and Advanced Penetration Tester)

4.3.1.2 OSCE3 (Offensive Security Certified Expert3)

4.3.1.3 GREM (GIAC Reverse Engineering Malware)

4.3.1.4 OSWE (Offensive Security Web Expert)

4.3.1.5 CISM (Certified Information Security Manage)

4.3.1.6 CISSP (Certified Information Systems Security Professional)

4.3.2 nguypansfiifiRnululasenis deddsuussmatodasaina szdunans (Level

Intermediate) saiuo9toE 4 599N13 UTBLiEULN 1nB9198997n Security Certification Roadmap

(https://pauljerimy.com/security-certification-roadmap/) 31NA135UTRWNTFIUAWIB LU

4.3.2.1 CSSLP (Certified Secure Software Lifecycle Professional)
4.3.2.2 CDPSE (Certified Data Privacy Solutions Engineer)

4.3.2.3 CISA (Certified Information Systems Auditor)

4.3.2.4 GPEN (Certified Penetration Tester)

4.3.25 GWAPT (GIAC Web Application Penetration Tester)

4.3.2.6 eCPPT (eLearnSecurity Certified Professional Penetration Tester)
4.3.2.7 eMAPT (eLearnSecurity Mobile Application Penetration Tester)
4.3.2.8 eWPT (elLearnSecurity Web application Penetration Tester)
4.3.2.9 OSCP (Offensive Security Certified Professional)

4.3.2.10 CPEH (Certified Professional Ethical Hacker)

4.3.2.11 OSWP (Offensive Security Wireless Professional)

4.3.3 nquypansidinuiifaululasenis dedldsulsenatiednsaina szAuudu (Level
Beginner) s1ufuogsoy 2 518013 WiaLfiBuvin 81989910 Security Certification Roadmap

(https://pauljerimy.com/security-certification-roadmap/) mami%’usaammgmﬁwialﬂﬁ

4.3.3.1 CompTIA Security+

4.3.3.2 CompTIA CySA+

4.3.3.3 CompTIA Pentest+

4.3.3.4 CEH (Certified Ethical Hacker)

4.3.3.5 OPSE (OSSTMM Professional Security Expert)
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4.3.3.6 eJPT (eLearnSecurity Junior Penetration Tester)
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Application ﬁﬁmﬁgﬂuuiwuﬂﬁﬁami 10S waz Android (ianunsadndsldain Apple AppStore Wag Google Play
Store)

15 dudunmsiinsgianuides uagnansenuvestodwifingiany wasuuziiiisnsuily vietlestu
NFBUANTUNITIAYIITIEIIUNANIINAFBULIILTEUU LAeBen1uuIn3gI8 Common Vulnerability Scoring System

(CVSS) version a9y #38 OWASP Top 10 tnedavinduasunanisnaaeuanudasndsssuvaisaume lngdl

q

¥
@ o
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1.4.1 unasufuims (Executive Summary)
142 FBn1seiedey uasnageuidyseuu wndesledldlunisneaeu
143 agUnansuszifiuing 9 ieiussaziBeatesind viegnseuiinuimnatesnives
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144 wadn5veIn1INAaUIRIzsEUU Ined198emuseiuaaid ue (Risk) uasnansgnu
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3.2.1 unasuguImns (Executive Summary)
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3.2.2 dumslunsaidung
3.2.3 RANMTIAATIERANUELS LLﬁZﬂ’]i'ﬁTWLLUﬂL%ﬁ!ﬂ’]Sﬂj

3.2.4 naagunmsvadeulasuendunsianassAuTeuara WarIzAUN I INT0IANT

4. FANILKNUNI5EBAI5IUN1223ngR (Crisis Communication Plan) 1N 8nauauadsaiIngaiinain

v Q:l L ¢ o/ o lﬂl a a o o . 3 ‘ﬂl
LVIG!ﬂ']iﬂJﬂ'IUﬂ"J’]NNUﬂ\‘anE]ﬂﬂEJI‘UL‘UE]?QGWI’]LLN‘L!ﬂ’]ia'e]ﬁ’]iblucﬂ'l’w?ﬂﬂﬁl (Crisis Communication Plan) tia

pauduaiadnganiinaNmanIsaifuauTuasUaandelsuas

4.1 maAnwuasinasidayaidasdu
4.1.1 Anwuazineilasiaineesdng ulsuienisdeas wagusuuImsdanismgnieal (incident
Response Plan / BCP) vidatonansduq fieados
4.1.2 Answivesmanisieans (Internal / External Communication Channels)
4.1.3 5IUTIULaLIATIENNTAANY (Case Studies) A1 Cyber Crisis 0983ANlUgAAIMNTTY
ey
4.2 N159RNLUUNTIULNUNITADE1S (Framework Design)
4.2.1 AMRUATANAIT WLINIS LLasisﬁU%umaamiﬁam'ﬁmuisé’w’ummaguwimqLW;msaﬁ
4.2.2 ponuuulassaiienmzvingu (Crisis Communication Team) wagmuua RACI Matrix
4.2.3fun Stakeholder Map wagiumanisdeansfunguitimneusiazUssion
4.2.4 90Nl UUTaANNNEN (Key Messages) @1sulaz seAvanIunisel
4.3 nsdaviuaunisasansluniazdngd (Crisis Communication Plan) deunuazdasUsznaudiaeg
aenetinanssialy
4.3.1 fupeumsudafion / nsdusumanisal
4.3.2 Gdaqmmazgmmums?{aa’ﬁ (Interal / External)
4.3.3 wumensieansiivdewiavuy MIBNUATUYLA gNAT UAZASITOE
4.3.4 wuunesy / Template Msdeans \wu
o Initial Notification
oPress Statement / Public Announcement
olnternal Alert Message
oCEO / CTO Script
435 ﬂ’]'wﬂimﬂmiﬁ’v Incident Response Plan, Business Continuity Plan (BCP), wag ITDRP
4.4 nsneusuKazn1sINassdatunsal (Training & Simulation)
4.4.1 %’mausﬂﬁmmiﬁad Crisis Communication Management
4.4.2 sflunsiingendnassaniunisal (Cyber Crisis Simulation / Tabletop Exercise)

4.4.3a3unan1sEngou nioutalaualusia T Uiy
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